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oooooooboobooo
OO00D0OO0OOIRIS Security Package 0 RESTAPIOODOODOOOOODOOOOODOOO OOO HTTP

OO000O0O000DOCO000DOCO000ODOO0ODOOO0OO0OOO0ODOodobjectsceript
gobooboobooboobobooboobooboooo

godd

gooon:

LIRISOO0DODOOO0@O0OODODOOODOD DO Docker)
2. ObjectScript package manager (ZPM)
3.0bjectScript 0000000 O0O0DDOO2000IRISOODOOO@OOON)

OpenExchangeO 0000000 0ODOOOOOODOO0ODOODODOOOOODOOODOODO package manager

(ZzpM)UOOOOOOODOOOODOODOOOOODOODOODOODOOODODOOO zPMODOOODODOIRIS
gbooobooboooboboboobooobooboobobooboobobobooboo

set $nanespace="%8YS"' do ##cl ass(Security. SSLConfigs).Create("ssl") set r=##cl ass(%Ne
t.H t pRequest). %New(), r. Server="pm comunity.intersystens.cont, r.SSLConfiguration="ss
I" do r.Get("/packages/zpnilatest/installer"), $system OBJ. LoadStrean(r. Htt pResponse. D
ata,"c")

WebO ODOOOOOOOOO
00000000 RESTOOOOOOConfig-APIODOOCO0O0O00000000 1400000000000
00000000000ZPMOOOOOO000000000000000000

zpm"install config-api”

OO000OD0O0OD0OOConfig-APIDOO0O0OOODO0O RESTOOODOODOOOOODODOOWeb
000000000/ onfig-apiD000O0OO0O0OODOOOOO
gooobooobooboboboboobooboobobobobooobooboboboboo

Do ##cl ass(Api. Config. Devel opers.|Install).install Mai nRESTApp()

0000000000 OORESTOOOODOO O /config-
api/security00 00000000 CO0OOOOO0OOOO

APID D OO0
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00O 00 0O /config-
apidWeb0O0DOOOOODOOOOODOOOOODOOOODOOOODOOOODOOOODO

Inte rsyste ms- Management Portal Home About Help Contact Logout Menu

IRIS Data Platform

Server bf67a87f4e73 Namespace %SYS  User _SYSTEM Licensed To InterSystems IRIS Community  Instance IRIS

System > Security Manag it > Web Applications > Edit Web Application - (security settings)*

Edit Web Application [[swe ] [[csce

Edit definition for web application Iconfig-api:

| General Application Roles Matching Roles

Name |/config-api
Required. (e.g. /csp/appname)

Description

Namespace | USER v | Default Application for USER: /cspiuser  [_) Namespace Defauit Application

Enable Application [

Enable © REST
Dispatch Class | Api.Config.REST.Main
Required.

() CSPIZEN
: Prevent I SRE at

Security Settings ( = 1
v 9 Resource Required | %Admin_Secure v | Group By ID

d Authentication Methods [_] Unauthenticated [ Password [] Kerberos [] Login Cookie

Session Settings .
Session Timeout seconds Event Class | | cis

Use Cookle for Session [AWays v | Session Cookie Path | /CONME-api/ v | Session Coolde Scope | SHICt v | User Cookie Scope| Strict v |

000000000000 %AdminSecure0 0000000 0ODO0OO0ODOODOOOOODOODOOODOODODOOO
gbooobooobooboboboboooboob

0000000000000 00000000 OD000000OdHTTPSOODOOODODOOWebGatewayd IRIS
OO000oOo0oO00DOoOo0ooDoOoooDoOoOO0OoAPIManagerIAM OO OOOODOOOODOOOODO
gbooobooboooobmrooboobgdTTPODO0ODOO0O0ODOO0ODOO0DOO0O0O0O0ObOO0ObO00bO
gooobooboob oboobgoobooobobooboooboooboobooboobooboboboonog
gobooboobooobobooboobooboooboboobooboboboboobooboboobooboo
OO0000o0obOo0o0oOoboOobOoOonogDonwebGateway

HTTPSO SSLTLSO OO DockerD D OO DOODOOOOODOOOODOODOOO

OnPreDispatchU 00 0000 (@D OOO)

RESTOOOOOODOO "Api.Config.REST.Main" 0 O "OnPreDispatch" 00 00000000 COOO0DOOCOO
gbooobooboooboobooboobooboobooboobooboobobooboobooooboo
OOpContnueCOODCOO0OOOOO0ODOOOOODOOOUODOOOUOODOOOODOOO

Cl ass Api.Config. REST. Mai n Extends %CSP. REST
{

G assMet hod OnPreDi spatch(pUrl As %string, pMethod As ¥string, ByRef pContinue As %Bo
ol ean) As %st at us

{
Set sc = $$$OK, class = ##cl ass(Api . Confi g. REST. OnPr eDi spat chAbstract) . Get Subd as
s()

Set pContinue = $$$YES
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Ret urn: cl ass= sc

Ret urn $CLASSMETHOD( cl ass, "OnPreDi spatch", pUrl, pMethod, .pContinue)

0000000000 0"Api.Config.REST.OnPreDispatchAbstract
"000DoO000DooOo0ooooooooooooon

000000000000 000O000D00O00000o000ooo00ooooOooonAPI
Managerd 00000000000 D0OOCOO0O0ODOOOODOOOOOOOOOOOOOO

gooobooobooboobobooboooboobooobo

Ol ass dc. sanpl e. Rest Security Extends Api.Config. REST. OnPreDi spat chAbstract
{

G assMet hod OnPreDi spatch(pUrl As %string, pMethod As ¥string, ByRef pContinue As %Bo
ol ean) As st at us

{
Set sc = $PIXK
[ 1] 2222222272722222?22222?2°?27?7?
Set key = $lncrenment ("Rest Security.!| og)
Set ~RestSecurity.log(key) = $ZDateTi me($Horolog,3,1) _ " " _ pMethod _ " " _pUl
_"(IP " _ $Get (% equest. Cgi Envs("REMOTE_ADDR"')) _ ")"
nmerge “Rest Security.|og(key, "Cgi Envs") = % equest. Cgi Envs
nmerge “Rest Security.|og(key, "Data") = % equest.Data
[ 2?2?22222727:
/1 Set % esponse. Status = "401 Unaut hori zed"
/1 Set pContinue = $$ENO
Quit sc
}
}

REST APIL O U O

O O APIO http://localhost:52773/config-api/security/ OO0 000000 OOOswagger2.00 0000000000
0000000000000 000DO0bD000O0bO0Ob0O00ODOopenExchanged OO0 OO O O swagger-
vidOOooOoooooOooboooOoboooOoobOOoboooOOobUoooOO0oDOO0bObOOobOOoboUobOoDOobo

swagger-uiDd OO0 O OOOOOOO

zpm "install swagger-ui"

0 O O URLhttp://localhost:52773/csp/swagger-ui/index.htmlO 0 0 0 00000003

gbooobooobooboboboobooobooboooon

0000000000 0O0OswaggeruwiDODO0O0OOURLODODODODOOOOODOOOODODODOODOODODOO
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O000O0O0ODOO0OORESTOOOODOURLODOOODOOOOOswagger-uiDOO0O0O0OOOOoOoOooboOoOoOO

Do ##cl ass(Api. Config. Devel opers.Install). Set Snmagger Ul Def aul t Pat h("/ confi g-
api/security/")
OO0000O000D0OC0O000D0O0O00 %Adminsecure 000 O00O0OO0O0OOOOOODOOOOODOOO

0000000000000 DOoOoOOoDooOssLO0oodOweb0OOOOODOOOOODO Create Read U
pdateDelete 0000000000000 OOCOO0ODOOCOOODOOOODOOOODOO

0000000000000 0000000oO000 00000 GETOOODODOPUTOOOOODODODOO
0000000000 DO0D000D0O0Oswaggerd OO0 OOOOOOOODOODODOODOO
POSTserOODOOO0OO00O0OO0O0OOODOOODOOOO0OO0OOODOOOOOOOOOOOOOOOOO0O0OO0
0000000000000 0000000LOb0bO000ooo0ooLOLO b0 oo 0oooOooLooDoboooo
JodoooosQLOd0DDOoOO00ooooDoOoooooooooa

sQLO O OO0

POST /salprivileges

sQLODOOOoObOOoDbDOoO

O000O"select"000000D000DOODOOOOODOO

"Grantable": "1",
"Grantee": "MRol eNane",

"Gantor": "_systent,

"Namespace": "USER',

"Privilege": "s",

"SQbj ect": "1,schena_nane.tabl e_nane"

0000000000000 0000s (select)d i(insert)d u (update)d d (delete)T r (reference)d OO0 e
(execute).

SQLOhjectD DO OIODOOO M OOIODOOO ¥ IUOOOOOUODOOOUOODO 9"DOOOODLOO

000000000000000000000000000000000000.....O0
000000 PUT)sghelper 00 000000000000

guoooobd

DELETE /sqlprivileges/{id}

OO0000000D0SQLOhjectD OO 0ODOOOOODOOOOOODOUOIDODOODOODOOOOODODOOODOO
000 00IDO O USER||1,schemaname.tablename||s||[MyRoleName|systemO OO0 0 00000000 0OOO
ooooooooooodg

guooobboooooooobogogooon
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PUT /sqalhelper

gboooboooboicooboobooboboooboobobobooboobooboobob0ooboobo
goooogon

{
"Grantable": "1",
"Grantee": "M/NewRol e",
"Grantor": "_systent,
"Nanmespace": "USER',
"Tabl e": {

"Schemas": |
"schena_nane",
"schenma_nane_2"

1,

"Privileges": |
ng
e
e
"Dy

]

}
}

HTTP ObjectScript0 D 0000 0doOoOod

Swagger editord O Oswaggerd OO0 0000000000000 DOOOO0ODOOCOOODOOOOODOOOOOb
jectScriptU D0 00 000O00D0O0DOODO OODOOOpenExchangeO OO OO OOOOODO O OpenApi-client-
gen0 00 000D0OCO0O0DOCOOODCOOOODDOOswagger20000000000O00COO

Install openapi-client-gen:
zpm "install openapi-client-gen"
oooooooooooooooOoobooo

Set features("sinpleHtpdientOnly") =1

Set sc = ##cl ass(dc. openapi.client. Spec).generateApp("lrisSecurity”, "https://raw git
hubuser content. com | scal ese/iris-config-api/nmaster/swagger-security.json”, .features)
Wite !,"Status : ", $SYSTEM St at us. Get OneErr or Text (sc)

OO00OHTTPOOOODOOWebDOODOOOOODOODOODOODOOOOODOODOODOODOODOOODOODOO
gooooo

Class iris.dc.sanple. hjectScriptRestdient
{

Ol assMet hod Get Request Obj () As %Net . Ht t pRequest

{
Set httpRequest = ##cl ass(%Net. H t pRequest) . ¥New()

Set httpRequest. Usernane = "_systent
Set httpRequest.Password = "SYS"
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Set httpRequest. Server = "iris-security-rest-server”
Set httpRequest.Port = 52773
Set httpRequest.Htps = 0
Quit httpRequest
}

Cl assMet hod Exanpl eGet WebAppLi st () As %t at us
{
Set sc = $$IXK
Set httpdient = ##class(lrisSecurity. Htpdient).%New()
Set httpRequest = .. Get Request Obj ()
Do httpRequest. Set Header ("accept", "application/json")
Set nsg = ##class(lrisSecurity. msg. GetLi st Of WebAppsRequest) . %New()
Set sc = httpCdient.GETGet Li st OF WebApps(nsg, . response, . htt pRequest, . htt presponse)
Wite !,"Status : ", $SYSTEM St at us. Get OneErr or Text (sc)
Qui t: $$$1 SERR(sc) sc
Wite !,"Http Status Code : ",response. httpStatusCode
Wite !
zZw response

I f response. httpStatusCode = 200 {

Set formatter=##cl ass(% SON. Fornmatter). %New()
Do formatter. Format ({}. %romJSON(response. body))

}
Quit sc

GitHub

O0000ODockerD0 0000000000 DOOODOOOOOOODOODGItHILOODODDODOOOOOODODODOO
0 https://github.com/lIscalesel/iris-sample-security-rest-api.

gogoobooboogd

git clone https://github.comlscal ese/iris-sanple-security-rest-api.git
cd iris-sanple-security-rest-api
docker - conpose up -d

0 O O O URL http://localhost:32773/swagger-ui/index.html OO0 00 0 O 0O O O REST API
O00000000o0ooooooo

O0DiMs-ciD 000000000000 0OD00DOD0O0O0OODOpjectscriptC 00 000O0ODO0OOOODODOOO
ggooboobogd

docker exec -it iris-security-rest-client iris sessioniris
Do ##class(iris.dc.sanple. ObjectScriptRestCient).Exanpl eGet WebAppLi st ()

JsONOOOOoOOoOOwebOOODOOOOODOOOOOOODODOOODODO

#DevOps #REST API#0 0 00 00 #0 0 0 0O #InterSystems IRIS
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