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LockDownO O O O O O O GitHubO O LockDown.cls
0000000000000 o0oOoooOoooonoooona
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USER>zn “ %B8YS’
¥8YS>do $system OBJ. Load("/hone/irisusr/LockDown. cl s", "ck")
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USER>zn “ %8YS”
¥SYS> zpm “install isc-apptools-lockdown”
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do ##class(App.Security.LockDown).Apply("New Password 123",.msg,1)

0000000000000 0ooooooD0oO0o0oooD0oo0oooDoo0oD0oD0ooooDooDoon
00o00oooo0o0oooooooooooDoooooooooooooogon
0ooooopooooooooooooon

do ##class(App.Security.LockDown).Change Password("New Password 123",
"Admin,CSPSystem,IAM,SuperUser,Unknown User, Ensemble,SYSTEM")
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set tSC= ##cl ass(App. Security. LockDown). Creat eUser (pUser nane, "%OB " _ Nanespace, pPass
word, "ZMP registry user", Nanespace)

If $3$3I SERR(tSC) quit tSC

wite ! "Create user " _pUsernane

gbooobooboobobbooboobooboooboboon

set t SC=##cl ass(App. Security. LockDown).addSQLPrivil ege( Nanespace, "1, ZPM Package", "s
", "UnknownUser")

set t SC=##cl ass(App. Security. LockDown).addSQLPrivil ege( Nanespace, "1, ZPM Package", "s
", pUsernane)

set t SC=##cl ass(App. Security. LockDown).addSQ Pri vil ege( Namespace, "1, ZPM Package_depe
ndenci es", "s", pUsernane)

set t SC=##cl ass(App. Security. LockDown).addSQ.Privil ege( Nanespace, "1,ZPM Anal ytics. Ev
ent", "s", pUsernane)

set t SC=##cl ass(App. Security. LockDown). addSQ.Pri vi | ege( Namespace, "9, ZPM Package Exte
nt", "e", pUsernane)

set t SC=##cl ass(App. Security. LockDown).addSQLPri vil ege( Namespace, "9, ZPM Anal ytics. Ev
ent_Extent", "e", pUsernane)

If $$$I SERR(tSC) quit tSC

wite !,"Add privileges "
LockbownO O OO OOOOOOOO

set t SC= ##cl ass(App. Security. LockDown) . Appl y( NewPassSys)
If $3$$I SERR(tSC) quit tSC

Change the settings for the web app so that an unknown user can log in:
set prop("Aut heEnabl ed") =96
set t SC=##cl ass(Security. Applications).Mdify("/registry",.prop)
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If $$3I SERR(tSC) quit tSC
wite !, "Mdify /registry "

Change the settings for the %ervice_termnal service, changing the authorization net
hod to Operating System Password:

set nane="%ervice_terninal"

set prop("Enabl ed")=1

set prop("Aut heEnabl ed")=48 ; Operating System Password

set t SC=##cl ass(Security. Services). Mdify(nane, . prop)

I f $$$1 SERR(tSC) quit tSC

wite !, "Mdify service termnal”
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