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* REST.ZAUTHENTICATE.mac is another sample routine that demonstrates how to authenticate a REST
application using OAuth 2.0. To use this sample:
1. Configure the resource server containing the REST application as an OAuth 2.0 resource server.
2. Copy this routine to the %SYS namespace as ZAUTHENTICATE.mac.
3. Modify value of applicationName in ZAUTHENTICATE.mac.
4. Allow delegated authentication for %Service.CSP.
5. Make sure that the web application for the REST application is using delegated authentication.
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/1 Usually you will need to nodify at |least the roles to be assigned.
set rol es="%B DEFAULT, %per at or"

$$$SysLog( 3, "QAut h2", " [ ZAUTHENTI CATE] ", " Ser vi ceNane="_Servi ceNanme_", Username="_Usern
ane_", roles="_roles)

/1 MJUST BE MODI FI ED FOR EACH | NSTANCE WHI CH USES QAuth 2.0 for REST.

/1 The application nane used to define the authorization server to this resource serv
er.

set applicati onNane="FH RResour ce"

set | ogi nSuccessful =0

set errorText=""
O0000oo0o0ooooooooooooog
OOZAUTHENTICATEC OO ODOOOOOOCOOOOOOOOOO

GetAccessTokenFromRequestd O O OO0 O0OO0OHTTPOOODOOODDOODOOOOOODOODOODO Validated
WTOOOOODOOOOVaidatondOOOOOODODOOOODOOOOODOOOOODOOOOODOO

/1 This ZAUTHENTI CATE routine will support QAuth 2.0 based
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/1 del egated aut hentication for subcl asses of %CSP. REST.
set accessToken=##cl ass( %5YS. QAut h2. AccessToken) . Get AccessTokenFr onRequest (. sc)

/1 Check if authorized.
/1 if the access token is not a JW, we would need to validate the access token
/1 using another nmeans such as the introspection or userinfo endpoint.
if $$$1 SOK(sc) {
set val i d=##cl ass(¥8YS. OAut h2. Val i dati on). Val i dat eJWI'(appl i cati onNane, accessToken
., -] sonQbj ect,,.sc)

}
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CGet Credenti al s( Servi ceNane, Nanespace, User nane, Passwor d, Credenti al s) Public {
i f ServiceNanme="%Servi ce_\WebGat eway" ({
/1 Supply user nanme and password for authentication via a subclass of %CSP. RE
ST
set User nane="dai ko"
set Passwor d="Xxxxxx"

}
quit $IK
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