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DNSZONE: example.com

HELMVERSION: 3.1.1

EXTERNALDNSCHARTVERSION: 2.20.6
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kubernetes-deploy:

steps:
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run: |
wget -g https://get.helm.sh/helm-v${HELMVERSION}-linux-amd64.tar.gz

tar -zxvf helm-v${HELMVERSION}-linux-amd64.tar.gz
cd linux-amd64

./helm version

./helm repo add bitnami_https://charts.bitnami.com/bitnami

gcloud container clusters get-credentials ${GKECLUSTER} --zone
${GKEZONE} --project ${PROJECTID}

echo ${GOOGLECREDENTIALS} > ./credentials.json

kubectl create secret generic external-dns --from-file=./credentials.json --dry-
run -o yaml | kubectl apply -f -

./helm upgrade external-dns bitnami/external-dns \

--install \

--atomic \

--version=${EXTERNALDNSCHARTVERSION} \
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--set google.project=${PROJECTID} \

--set google.serviceAccountSecret=external-dns \

--set registry=txt \

--set txtOwnerld=k8s \

--set policy=sync \
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--set rbac.create=true
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$ cat <rootr_epogir> fterraform/clouddns.tf
resource "googlednsmanagedzone" "my-zone" {
name = "zpm-zone"
dnsname = "example.com."
description = "My DNS zone"

}
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O00000D000000DNSOUOODODOO Kubernetes Engine
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I i .gserviceaccount.com Kubernetes Engine Admin 244/276

DNS Administrator

Service Account User 5/5

Storage Admin 1217
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D00000000000000000Db0O00 Service

................ <root re&o dir>/k8¢/
OOO0OQO NodePortl OO

$ cat <rootrepodir> /k8s/service.yaml

apiVersion: vl

kind: Service

metadata:

name: zpm-registry
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Spec:

selector:

app: zpm-registry

ports:

- protocol: TCP
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targetPort: 52773
type: NodePort

OO00OIngress 00 0000000000000 D0OO0
$ cat <rootrepodir> /k8s/ingress.yaml

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:
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networking.gke.io/managed-certificates: zpm-registry-certificate

external-dns.alpha.kubernetes.io/hostname: zpm.example.com

name: zpm-registry

namespace: iris

spec:
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- host: zpm.example.com

http:

paths:

- backend:

serviceName: zpm-registry
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path: /*

Joddddddddoooooooooooondddoooo
$ cat <rootrepodir> /.github/workflows/workflow.yaml

- name: Apply Kubernetes manifests

working-directory: ./k8s/
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kubectl apply -f ingress.yaml

0000000000000 000O0GoogleClouddIOOOODOODOOOOOO HTTP
000000000000 DO000000DO000000 zpm.example.com
O00000000000000000D00000O00Kubernetes NodePort Service
00000000000000D0000000 KubernetesO OO OOOOO00OO
000000000000 00000000O0000000000o00o0ooo0oo0n

0000000000000 OIngress0 000000000000 O0O0O0OOOOO
annotations:

kubernetes.io/ingress.class: gce

networking.gke.io/managed-certificates: zpm-registry-certificate

external-dns.alpha.kubernetes.io/hostname: zpm.example.com

gobbbO"ce"Ingress OO0 UOOO0O0O0OOOOOOOOO0O
goobbobboddingressU 0000000 HTTPODOODDOOOOOOOODOODO

20000000 oobobbod0 oo oboobobbooooooobobn

300000000000 0DOOzpm.example.comd O HTTPOODOODOODOODO IP
gboooboboobodgbobNsbogooon

goobobobbbooooooobbbb 1000040 Ingress
gogobobobbuoogooooboobbudoogoboboobboooooobooon

= Google Cloud Platform $* Development « Q,  Search resources and products
@ Kubernetes Engine Services & Ingress C'REFRESH [ CREATE INGRESS # DELETE
KUBERNETES SERVICES INGRESSES
i Clusters
"= Workloads Services are sets of Pods with a network endpoint that can be used for discovery and
load balancing. Ingresses are collections of rules for routing external HTTP(S) traffic to
| &5 Services & Ingress Services.
i Applications
i s = [BESEENVESHECE %)  Filter secrets and config maps
;2] Configuration D Name 4 Status Type Endpoints Pods Namespace Cluster
@  Storage O  extemaldns @ oK Cluster IP 10.23.246.8 171 default dev-cluster
[m] zpm-registry @ oK Node Port 10.23.255.89:52773 TCP 1/1 iris dev-cluster
= Object Browser 2
[m] | zZpm-registry Some backend services are in UNKN Ingress zpm.myardyas.online/* 2 0/0 iris dev-cluster
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@ Kubernetes Engine & Ingress Details C REFRESH /' EDIT @ DELETE [ KUBECTL ~
Clusters zpm-registry
15 Workloads Some backend services are in UNHEALTHY state

ﬁ Services & Ingress Details Events YAML

Applications Cluster dev-cluster
Namespace iris
22 Configuration Created Mar 28, 2020, 3:16:29 PM
Labels No labels set
B  Storage Annotations zpm.myardyas. online

iny ernetes. io. e73314c129c247" : "HEALTHY" , "k8s-be-31445--d9e73314c129c247 " : "UNHEALTHY" }
. o] 5 ingress. ku istry--doe73314c129c247
Take graphical screenshot ingress. kubernetes. io/target-proxy: k8s-tp-iris-zpm-registry--d9e73314c129¢247

ingress. kubernetes.io/url-map: k8s-um-iris-zpm-registry--d9e73314c129c247
kubernetes.io/ingress.class: gce
Show all annotations

Type Ingress

Ingress
Load balancer IP 35.244.242.223 [
Load balancer kBs-um-iris-zpm-registry-d9e73314c129c247
Target proxy kBs-tp-iris-zpm-registry-d9e73314c129c247
Forwarding rule kBs-fw-iris-zpm-registry—-d9e73314c129c247
Backend services & k8s-be-31407-d9e73314c129c247

@ k8s-be-31445-d9e73314c129c247

"Backend services"'U U DO U D OO0OODOOOD 100000000 DODDODO0ObDOOODO

"k8s-be-31407-..." O "k8s-be-31445-."00 0000000000 OO0DOO0O10O0
Kubermmetes 00000000 D0DO0O0OOODOD OD0O0OOODDOOODDOOODDOOOO

31407
diooooooobioggoooobboobbodogooobobbboooooooodTTP
goobbobobobooooooobobooo

KubernetesO O OO OO ODOODOODO 31407
gobobbbbuodoogobobbouooogoonooo

$ gcloud container clusters get-credentials <CLUSTERNAME> --zone
<LOCATION> --project <PROJECTID>
$ kubectl proxy &

$ curl localhost:8001/healthz

ok
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ACtrl+C

00 100 3144500000 zpm-registy 000000000000 NodePort O 0O
$ kubectl -n iris get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE

zpm-registry NodePort 10.23.255.89 <NONE> 52773:31445/TCP 24m

guooobotdgooooobbougoodrTrrodboobooooooobbbgoad
gogobbbbuodgoooobbo bbouooooobooo

O000000DLb0DbO0bO0bO0obDOo0oo0ooobUobUob Backend service
guooobogoooobbooooobbbuooooobbbuooooon

& Backend service details 2 EDIT B DELETE

Protocol
HTTP

In use by
k8s-um-iris-zpm-registry—d9e73314c129¢c247

Timeout
How long to wait for the backend service to respond before considering it a failed
request

30 seconds

Backends
1 instance group

Health check

k8s-be-31445-d%e73314c129¢c247
port: 31445, timeout: 60s, check interval: 60s, unhealthy threshold: 10 attempts

Session affinity
None

guoobbotooooobbuoooooobouoo
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& Health checks 2 EDIT B DELETE

k8s-be-31445--d9e73314c129c247
In use by

k8s-be-31445--d9e73314c129c247

Description
Default kubernetes L7 Loadbalancing health check.

Path
/

Protocol
HTTP

Port
31445

Proxy protocol
NONE

Interval

60 seconds

Timeout
60 seconds

Unhealthy threshold

10 consecutive failures

Healthy threshold
1 success

Equivalent REST
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O000oooo 000 "esplsys/UtiiHome.csp" O OO0 OOIRIS
O0o0o0o0oooooooobooooooooon

$ curl -1 localhost:52773/csp/sys/UtiHome.csp

Handling connection for 52773
HTTP/1.1 200 OK

guooobbgoogoboobbgogouobobbuoooooooboogo
gooooo"booO0o0b00bO0O00DbO0n 00D Readiness/Liveness probes
guoooobogod

Kubernetes StatefulSet 1 0 0 0000000000000 0OOOOOO
$ cat <rootrepodir>/k8s/statefulset.tpl

containers:

- image: DOCKERREPONAME:DOCKERIMAGETAG
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- containerPort: 52773

name: web

readinessProbe:

httpGet:

path: /csp/sys/UtiiHome.csp
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initialDelaySeconds: 10

periodSeconds: 10

livenessProbe:

httpGet:

path: /csp/sys/UtiiHome.csp
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periodSeconds: 10

volumeMounts:

- mountPath: /opt/zpm/REGISTRY-DATA

name: zpm-registry-volume

- mountPath: /mount-helper
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gobobbobbuodoogoboobbbugooooboobbboooouoobooobobuoga
goob bbobbodooooobbbbbooooooo

oogon

Kubernetes 0 SSL/TLS
0000000000000 oooooUoUoo

* Create a Kubernetes TLS Ingress from scratch in Minikube

¢ Automatically Provision TLS Certificates in K8s with cert-manager

e Use cert-manager with Let's Encrypt® Certificates Tutorial: Automatic Browser-Trusted HTTPS
[

Super easy new way to add HTTPS to Kubernetes apps with ManagedCertificates on GKE

00000000000 000000000000000Oopenss! 00000 O Let's Encrypt
O certbot(] 0 00 0O 0O Let's Encrypt O O 0 O O cert-manager 1 00 0 O000O0O0OOOOO Google
00000000 Managed Certificate 0 0 0000000000000 O0O0OOOOOOOO
Managed Certificate 0 0 0 0O 0O 0O O

D0o000o0ooooo
$ cat <rootrepodir>/k8s/managed-certificate.yaml

apiVersion: networking.gke.io/vlbetal

kind: ManagedCertificate

metadata:

name: zpm-registry-certificate
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Spec:

domains:

- zpm.example.com

000000000000000000D00000000
$ cat <rootrepodir>/.github/workflows/workflow.yaml

- name: Apply Kubernetes manifests

working-directory: ./k8s/

run: |
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${GKEZONE]} --project ${PROJECTID}
kubectl apply -f namespace.yaml|

kubectl apply -f managed-certificate.yaml

kubectl apply -f service.yaml

Ingress 000000 OIngress 0 0000000000000 D0O0ODOOOODOOODOO
$ cat <rootrepodir>/k8s/ingress.yaml

annotations:

kubernetes.io/ingress.class: gce
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D00000000000D00000000000000000000
$ git add .github/ terraform/ k8s/

$ git commit -m "Add TLS to GKE deploy"

$ git push

isgobooboobbooboobbooboobboobboooboobboobag
Ingress 0O OO OOOOOOO

= Google Cloud Platform 8¢ Development w Q, Search resources and products v
@ Kubernetes Engine Services & Ingress C' REFRESH CREATEINGRESS W DELETE
KUBERNETES SERVICES INGRESSES
Clusters
% Workloads Services are sets of Pods with a network endpaint that can be used for discovery and
load balancing. Ingresses are collections of rules for routing external HTTP(S) traffic to
& Services & Ingress Services.
Applications
= Filter secrets and config maps
B  Configuration O Name 4 Status Type Endpoints Pods Namespace Cluster
| Ta%.graphical screenshot D external-dns & OK Cluster IP 10.23.246.8 7 default dev-cluster
D zZpm-registry & oK Node Port 10.23.255.89:52773 TCP 171 iris dev-cluster
“=  Object Browser B
D zpm-registry & 0k Ingress zpm.myardyas.online/* (2 0/0 iris dev-cluster

O00GoogleDODOODDOOOOOO 2
OO0000ob00b0ob0obOob0obo0obD0ooobo0o0oo0b0obU0bU0bUobOonUGoogle
Domains OO0 0O0O00OO0OODODOO0OOOODODOO

= Google Cloud Platform ¢ Development + Q, Search resources and products -
iﬁ Network services & Zone details /' EDIT ADD RECORD SET
&5 Load balancing zpm-zone

DNE name: myardyas.online.  Type: Public
- ] Cloud DNS
My DNS zone

<8  Cloud CDN

Record sets
-5)- Cloud NAT LUGECWLIGERE  Delete record sets

I Traffic Director

Take graphical screenshot = Filterrecord sets Columns ~
DNS name ~ Type TTL (seconds) Data
myardyas.online. SOA 21600 ns-cloud-b1.googledomains.com. cloud-dns-hostmaster.google.com. 1 21600 3600 259200 300 ra
myardyas.online. NS 21600 ns-cloud-b1.googledomains.com.

ns-cloud-b2.googledomains.com.
ns-cloud-b3.googledomains.com.
ns-cloud-b4.googledomains.com

zpm.myardyas.online TXT 300 "heritage=external-dns,external-dns/owner=k8s,external-dns/resource=ingress/iris/zpm-registry” Vs

zpm.myardyas.online. A 300 34.102.202.2

Equivalent REST

gobobbbbuodgoooobbobbbugooooboobbbuooooobobbogg
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Google [0 [J External DNS
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00000000000000000000000000000000
$ dig +short @ns-cloud-b1.googledomains.com. zpm.example.com
34.102.202.2

gobbobobbbugoogoboboobbuoooooooboobobboogg
goobobobboooooobbobbodoo

$ dig +short zpm.example.com
34.102.202.2

0000000000000 0000000000a0
$ gcloud container clusters get-credentials <CLUSTERNAME> --zone

<LOCATION> --project <PROJECTID>
$ kubectl -n iris get managedcertificate zpm-registry-certificate -ojson | jq '.status

"certificateName": "mcrt-158f20bb-cdd3-451d-8cb1-4al172244c14f",

“certificateStatus": "Provisioning",
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"domain": "zpm.myardyas.online",

"status": "Provisioning"
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domainStatus "FailedNotVisible" O OO OO O0O0O000O0O0O0O0O OOOODOOGoogle
00000000 DNS
000000000 DOO0DOO0oDO0oDOooDo0oooobOobobOoogoog

certificateStatus L domainStatus U 0 U 0 0000 O00OO000OO0O0O0O0OOOMO O Google
pgoopogssLoogoog
O00oooooooooooooooocoooocooboooooooo
0000000000000 zpm-registry OO OO0 O0O00O00OOOOODOO

curl -XGET -u system:SYS _https://zpm.example.com/registry/packages/-/all

goo

Google D O Kubermetes 1 0000000 OOOOOOOOO Google
gbodoooooooogododon

O00OGoogle D0 OODDO0ODOOODDOODUOODDOODUOODDOODOODDO

Google O UOUOGKEO CloudDNSU O D ODOOODOUOOobOoOoboooobooboooDbo
gobobbbbbougoooobbobbboooooon
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Exchange
InterSystems Open ExchangeO0 0 000000000000 000000O

0 O O URL:https://jp.community.intersystems.com/post/google-kubernetes-engine-%E3%81%AB%E3%83%87
%E3%83%97 %E3%83%ADYE3%82%A4%E3%81%95%E3%82%8CUE3%81%9F-iris-%E3%83%99%E3%83%B
C%E3%82%B9%E3%81%AE%E3%82%B5%E3%83%BCY%E3%83%93%E3%82%B9%E3%381%AB-
tls-%E3%81%A8-dns-%E3%82%92%E8%BF%BDY%E5%8A%A0%E3%81%99%E3%82%8B
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