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https://192.168.10.100/ -> http://192.168.10.100:9092/

Dockerfile

FROM ngi nx
ENV NG NX_CONF /et c/ ngi nx
RUN nkdir -p $_NG NX_CONF/ ssl

RUN apt - get update
RUN apt-get install openssl
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O NginxOOOOOOOpenSSLOOOOOOOOOOO
docker-compose.yml

version: '3.7'
servi ces:

pr oxy:
bui | d:
cont ext:
i mage: proxyiris:|atest
ports:
"443: 443"
restart: always
envi ronnent :
- TZ=Asi a/ Tokyo
NginxOOOOOoOOooDoOooooo

docker - conpose up -d

gooooboogon

goooboooboo

docker exec -it proxy_proxy_1 /bin/bash

gooobooobooo
e JO00ODO0ODODODOO

cd /etc/nginx/ssl

* openssl.cnfd O O

cp /etc/ssl/openssl.cnf /etc/ssl/openssl.cnf.org

O openssl.enf0 000000

openssl.cnf

??2?
[ CA default ]

#dir = ./ demCA # Where everything is kept
dir = . # Where everything is kept
???

gooobooobooboobooboobooboboobooboobooboo

goooooobooo
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e CADODOO0ODOODUODDODOODOUODODO

t ouch i ndex. t xt
echo 00 > seri al

cAUOUOuouooonoogad

cAUDOOOoogon

openssl genrsa -aes256 -out cakey.pem 2048

goooboooboobgn

cAlODDOOobooobooon

openssl req -new -key cakey.pem -config /etc/ssl/openssl.cnf -out cacert.csr

0 Common name (e.g, server FQDN or YOUR name) []:192.168.10.100

x500v30 0 Ogoooobooonboobgoooooo

touch cav3.txt

echo "basicConstraints = critical, CAtrue" > cav3.txt

echo "keyUsage = critical, cRLSign, keyCertSign" >> cav3.txt
echo "subj ect Keyl dentifier=hash" >> cav3.txt

cAUDOOOonogn

openssl ca -in cacert.csr -selfsign -keyfile cakey.pem-notext -config /etc/ssl/opens
sl.cnf -outdir . -days 365 -extfile cav3.txt -out cacert.pem

giocsi3jooboooofi13gooooooobooboooboiooboonboobo

oboogoogoon

goooboooobooo

openssl genrsa -aes256 -out server.key 2048

ooooboooboobgon

ggoooboooooooogd
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openssl req -new -key server.key -config /etc/ssl/openssl.cnf -out server.csr

0 O Organization NameO 0 0 Common NameO 0000000 0OOO0OOODOODO

x500v30 0o ooooooooooooooog

t ouch v3server.txt

echo "[ SAN]" > v3server.txt

echo "basi cConstraints = CA: fal se" >> v3server.txt

echo "keyUsage = critical, digital Signature, keyEnci phernent"” >> v3server.txt
echo "extendedKeyUsage = serverAut h" >> v3server.txt

echo "aut horityKeyldentifier=keyid,issuer" >> v3server.txt
echo >> v3server. txt

echo "subj ect Al t Name=@l t _nanes" >> v3server.txt

echo "basi cConstrai nt s=CA: FALSE" >> v3server.txt

echo "[alt_nanes]" >> v3server.txt

echo "DNS. 1=| ocal host" >> v3server.txt

echo "I P.1=192. 168. 10. 100" >> v3server.txt

echo "I P.2=127.0.0. 1" >> v3server.txt

gooobooobooo

openssl ca -in server.csr -config /etc/ssl/openssl.cnf -keyfile cakey.pem -outdir
extfile v3server.txt -extensions SAN -out server.crt -days 365

gooobooboobgooooboo

openssl rsa -in server.key -out nopass_server. key

NginxUO OO Ooooooooooogn

googoog
goooobooooo

touch /etc/nginx/conf.d/irisproxy.cnf

irisproxy.cnf

server {
listen 443 ssl http2 default_server
ssl _certificate / et c/ ngi nx/ ssl/server.crt;
ssl _certificate_key / et ¢/ ngi nx/ ssl / nopass_server. key;

| ocation / {
proxy_pass http://192.168. 10. 100: 9092;
proxy_redirect http:// https://;
proxy_set header Host $host ;
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proxy_set header X-Real -1 P $renot e_addr;
proxy_set header X- For war ded- Prot o $schene;
proxy_set header X- For war ded- For $proxy_add_x_forwarded_for;

}
}

gboooboooo

docker restart proxy_proxy_ 1

0000000000 IRISOHTTPSO OO ODOOOODODO
WebO O OO OO http://...:9092/xxx/0 0 0 0000 0ORESTOOOOOOODOODOO
Ohttps://..xxx/ 000000000000
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