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l] FHIR SERVER CONFIGURATION

F
[ g |
& Server Configuration

Endpoints

Set up new or existing FHIR endpoints.

[csp/healthshare/fhirserver/fhir/r4
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u FHIR SERVER CONFIGURATION

#

% Server Configuration

Endpoints

Set up new or existing FHIR endpoints.

fesp/healthshare/fhirserverfhir/rd
Overview
401
HL7vé0 HS FHIRServer Storage Json [nteractionsStrateqy

Configuration

Interoperability

Debugging

Edit
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LATA > EF2UFEE > 0Auth 2.0 HSA Pk > H—)ITAHUTZ3> - (£2F1UF<OEF)
H—)\FXOUT> 3> (=] [ o ) ExTalEa

BFDOAuUth 2.09—/)\FROUTS 3 L EZRET ST, UTDIA—LEEAUTIESZL (RETHR):

ROEBIYERI> b

authserver/oauth2 |
S EERNTBEO0OI R >~ URL TT.

SSUTLSHR | SSL4CLIENT

v

SSLAMBHICERAEN TV SRS ETY-

BBV IEAR—D>

AF=32TT.

EAY—IC | This section describes the authorization server to be used

JSON Web h—%27> (JWT) DEE

authserv

HBATT. URLEAADLTLEE.

The following is a list of server metadata properties:

&

issuer

authorization_endpoint

tokem_endpoint

userinfo_endpoint

revocation_endpoint

introspection_endpoint

Jwks_uri

registration_endpoint

scopes_supported

response_types_supported
response_modes_supported
grant_types_supported
id_token_signing_alg_values_supported
id_token_encryption_alg_values_supported
id_token_encryption_anc_values_supported
userinfo_signing_alg_values_supported
userinfo_encryption_alg_values_supported
userinfo_encryption_enc_values_supported
access_token_signing_alg_values_supported
access_token_encryption_alg_values_supperted
access_token_encryption_enc_values_supported
request_object_signing_alg_values_supported
request_object_encryption_alg_values_supported
request_object_encryption_enc_values_supported
token_endpoint_auth_methods_supported
tokem_endpeint_auth_signing_alg_values_supported
claims_supported

ui_locales_supported
claims_parameter_supported
request_parameter_supported
request_uri_parameter_supported

&

hitps:/; Vauthserver/oauth2

hitps:, Vauthserver/oauth2/authorize
hitps: Vauthserver/oauth2/token

hitps:, Vauthserver/oauth2/userinio
hitps: ifauthserverfoauth2/revocation
hitps: Vauthserver/oauth2/introspection
htips: iVauthserver/oauth2/jwks

hitps: ifauthserver/oauth2/register
openid, profile, email, address, phone, scopel, scope2
code

query, fragment, form_post

autherization_code, jwi_authorization, refresh_token

HS256, HS384, HS512, RS256, RS384, RS512

none, RSA1_5, RSA-OAEP, A128KW, A192KW, A256KW, dir

none, A128CBC-HS5256, A192CBC-HS384, A256CBC-HS512

none, HS256, HS384, HS512, RS256, RS384, RS512

none, RSA1_5, RSA-OAEP, A128KW, A192KW, A256KW, dir

none, A128CBC-HS256, A192CBC-HS384, A256CBC-HS512

none, HS256. HS384, HS512, RS256, RS384, RS512

none, RSA1_5, RSA-OAEP, A128KW, A192KW, A256KW, dir

none, A128CBC-HS256, A192CBC-HS384, A256CBC-HS512

none, HS256, HS384, HS512, RS256, RS384, RS512

none, RSA1_5, RSA-OAEP, A128KW, A192KW, A256KW, dir

none, A128CBC-HS5256, A192CBC-HS384, A256CBC-HS512
client_secret_post, client_secret_basic, client_secret_jwt, private_key_jwt
HS256, HS384, HS512, RS256, RS384, RS512

preferred_username, email, email_verified, name, phone_number, phone_number_verified, iss, sub, aud, exp, auth_time, jti
de, en, en-us, es, f, it, ja, ko, nl, pt-br, ru, uk, zh-cn
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PostmanO0 OO OO O0OOO0OODOOODOOODO O Authorization Codeld endpoint
URLOOOODOODOOODOODOOOO

OPostmanD 0000000000 DOO0OOOOODODODOODOOOO aud=https://<hostname>/csp/healthshare/fhi
rserver/fhirrrd DO O 0OO0ODOOODOOOO

Auth URL @ htt_:)s:.-’x'-.-’auti-*useruerfoal..'ih2fauihc-rize ?aL.'dﬂ*ﬁtps:r'.-’-

0 0 0O PostmanO O O O O Client IDO Client
SecretU0000000000ODODODODO0OO0OODODODOOOODODODODOOOOODODODODOOOOO1I0DDOOOO
postmand OO0 000000 OO0OOCOIDOOOOOODOOOOO
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Params Authorization @ Headers (8) Body Pre-request Script Tests Settings
User T
TYPE Username _SYSTEM
Basic Auth
el v Password
The authorization header will be automatically Show Password

ganeratren -‘.'i"»:“"l vnll =sand fhe renneast

O00OParamsO OO0 accesstoken OO0DOOO0O0OOOOOO0OOODOOOOODOOOOOOODO
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GET v https:n'-fcspfhealthsharefﬂwirsewerffhirfr4fPat|‘ent?access_tokenzeyJOeXAiOin\MQiLCJhchrOUSUzUxMils\mthCIE\IjMifQ.

Params @ Authorization @ Headers (9) Body Pre-request Script Tests Settings
Query Params
KEY VALUE DESCRIPTION

access_token ey]0eXAiOi]KV1QiLCJhbGciOi|SUzUxMilsimtpZ Cl6IjMifQ.ey)

FHROOOOODOOOOOOODOOOOODOOOOOOODOOOODOODOOOOOoDOOoDOOOOPatientDOoO
oooooooboobooo

Request URL O O https://<hostname>/csp/healthshare/fhirserver/fhir/r4/Patient
OO00O0O0OHTTPOOOOOOGETOOODDODODODOOOOOODODOODOOOO

Send00000O00O0OCO0OOOOUO0ODOOCOOODOCOOODCRHIROBundeD OOODOOOODOOOOO
gooobO00OrRHROODOODOO0ODOO0ODOOODOODn

Body Cookies Headers (9) Test Results @_\, Status: 200 0K Time: 273 s
Pretty Raw Preview Visualize JSON 5
1 f
2 "resourceType”: "Bundle",
3 "id": "85bs8@bac-f401-11ea-89e4-8242ac110002",
4 "type": "searchset”,
5 "timestamp™: "2020-09-11T07:36:36Z",
6 "total": @,
7 "link™: [
8 {
9 "relation™: "self",
10 "url™: "M-/csp/healthshare/Fhirseruer/fhir/rd/Patient"
11 1
12 ]
13}

FHROOODODODOOOODODOODODODODOOOOOOOIRIS for
HeathOOOOOOOOOODOOOOOOOOOOOOOOOO

IRIS for Health 2020.1 00 0000000000000 0000O

IRIS for Health 2020.3 0 0 0 0 O O O O O Resource Repository

(CODO0O0OO0OODOD0ODOODO2020.30 Preview EditionD O 0O)
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#FHIR #OAuth2 #InterSystems IRIS for Health
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