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VMware snapshot + Caché freeze/thaw timeline (not to scale)

VMware/Backup software events Caché events

Backup software requests ESXi host trigger snapshot. —I'-I

44— Freeze writes to the database via Caché APl call.,
VM's vmdk files put into read only state,
child vmdk delta file is created for each of ¥M's vmdk files.

- A few seconds — no user interruption
Copy on write used - all changes to VM written to delta files.

Reads are from the delta file first.

+— Resume Caché writes (thaw) via Caché AP call.

Backup software manages copying read-only parent vmdk
files to the backup target.

When backup complete snapshot committed (VM disks resume
writes, updated blocks in delta files written to parent).

YMware snapshot is removed.

4— Reastore backup to alternate location,
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goooboobooboboobooboobooboobooobon

Caché O Freeze 0 Thaw O O [

vSphere

0000000000000 00000000D000000000DO00D00O0ODOO0ODOODODCaché
Freeze 0 Thaw O OO OODOOOO OO0:00000000O00O0DOOOOOESXIiOOOO VMware
ooooooOoopooOo0ooDOo0oOoooOoOo0oOooO0OooooooDooooDooOoo

VMware D0 00000000000 O0O0OOO0OO0ODOOO0DOOODOODOOODOO0ODOOOOODOO

gooobooobooboobobooboooboobooboooon
00000O0bO0o00O0obO0ob00o0ooO0obOo0o0O0bO o0oO0OdLinuxD VMwareOOOODOOOODOODO

# /usr/sbin/pre-freeze-script
# [ usr/sbin/post-thaw script

UO00O0InterSystems D0 0000000000000 00D00O0D00OO0VeeamOOOOOODOOOO Freeze
OThawOODOOOOODOOOOODOODOOOOODOOOOODOODOOOOOD OOOODOOvSphered O
RedHat7 OO 0OOO0OODOOOCOODOOO

Page 4 of 11



VM Backups and Caché freeze/thaw scripts
Published on InterSystems Developer Community (https://community.intersystems.com)

gobooboooboooobooboobooboobobobooboobobboboobooboobo
goon

Freeze OO QOQOQOQOOO:

#!/ bi n/ sh

#

# Script called by VMMare i mredi ately prior to snapshot for backup
# Tested on Red Hat 7.2

#

LOGDI R=/var /1 og
SNAPLOG=$LOGDI R/ snapshot . | og

echo >> $SNAPLOG
echo "“date’: Pre freeze script started" >> $SNAPLOG
exit_code=0

# Only for running instances
for INST in “ccontrol qall 2>/dev/null | tail -n +3 | grep '~up' | cut -c5- | awk '{
print $1}'"; do

echo "“date’: Attenpting to freeze $I NST" >> $SNAPLOG

# Detailed instances specific |og
LOGFI LE=$LOGDI R/ $I NST- pre_post . | og

# Freeze

csession $INST -U ' %8YS "##C ass(Backup. General ). Ext ernal Freeze(\"$LOGFI LE\ ", , ,
,,1800)" >> $SNAPLCG $

st at us=$?

case $status in
5) echo "“date™: $INST | S FROZEN' >> $SNAPLOG

3) echo "“date: $I NST FREEZE FAI LED' >> $SNAPLOG
| ogger -p user.err "freeze of $INST failed"
exit_code=1
*) echo "“date’: ERROR: Unknown status code: $status" >> $SNAPLOG
| ogger -p user.err "ERROR when freezing $I NST"
exit_code=1
esac
echo " date’: Conpl eted freeze of $INST" >> $SNAPLOG
done

echo "“date’: Pre freeze script finished" >> $SNAPLOG
exit $exit_ code

Thaw OO OO O OO:

#!/bin/sh

#

# Script called by VMMre i medi ately after backup snapshot has been created
# Tested on Red Hat 7.2

#

Page 5 of 11



VM Backups and Caché freeze/thaw scripts
Published on InterSystems Developer Community (https://community.intersystems.com)

LOGDI R=/ var /1 og
SNAPLOG=$L0OGDI R/ snapshot . | og

echo >> $SNAPLOG
echo "“date’: Post thaw script started" >> $SNAPLOG
exit_code=0

if [ -d "$LOGIR" ]; then

# Only for running instances
for INST in “ccontrol qall 2>/dev/null | tail -n +3 | grep '~up' | cut -c5- | aw
k *{print $1}'"; do

echo "“date’: Attenpting to thaw $I NST" >> $SNAPLOG

# Detailed instances specific |og
LOGFI LE=$LOCGDI R/ $1 NST- pre_post. | og

# Thaw

csessi on $I NST - UXBYS "##d ass(Backup. General ). Ext er nal Thaw(\ "$LOGFI LE\")" >>
$SNAPLOG 2>&1

st at us=$?

case $status in
5) echo "“date™: $INST | S THAVEED' >> $SNAPLOG
csessi on $I NST - UXBYS "##CO ass(Backup. General ). External Set H story(\"$L
OGFI LE\")" >> $SNAPLOGS

3) echo "“date: $I NST THAW FAI LED" >> $SNAPLOG
| ogger -p user.err "thaw of $INST failed"
exit_code=1
*) echo " date’: ERROR: Unknown status code: $status" >> $SNAPLOG
| ogger -p user.err "ERROR when thaw ng $I NST"
exit_code=1
esac
echo " date": Conpl eted thaw of $I NST" >> $SNAPLOG
done
fi

echo "“date’: Post thaw script finished" >> $SNAPLOG
exit $exit_code
goodoooooooodgonn:

# sudo chown root.root /usr/sbin/pre-freeze-script /usr/sbin/post-thaw script
# sudo chnod 0700 /usr/sbin/pre-freeze-script /usr/sbin/post-thaw script

Freeze 0 Thaw OO O 0O O
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gbooobooboobobooobooboobooboboobooboobon
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Wed Jan 4 16:30:36 EST 2017: Pre freeze script finished
Wed Jan 4 16:30:41 EST 2017: Post thaw script started

Wed Jan 4 16:30:41 EST 2017: Attenpting to thaw H20152
Wed Jan 4 16:30:42 EST 2017: H20152 | S THAVWED

Wed Jan 4 16:30: 42 EST 2017: Conpl et ed t haw of H20152
Wed Jan 4 16:30:42 EST 2017: Post thaw script finished
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gbooobooboobgoobooooboo
goooboooboobobooobooobooboobobooobuoobobobobooolo
000000000000 2000 Glorefs/O 170 Gloupds/DOOO0O0O0O0OO0OO0DO 1,100
gooobooobooboobobbo1i0obobobobooobono 300000 BM
goooboooboobobboobooobooboboboboooboobob

gbooobdoobooooboobooboobobooboovM
gbooobooboooboboobooboobo boobooboobooboobooboobo
gbooobooboobooboobooboooboobooboobooboboobooboo bobg
goooboobgoooobooboooboooboboboobooboobobbobooboobooo
gboooboobobooobooboobo

gboooboooboobobboobooooooongooan
gooobooobobobobooobooboboboobooa
gooobooobooboboboboobooboobo

0000000 Freeze O Thaw OO OO OO $LOGFILE
gbooobooboobobbooboobooboooboboon

01/ 04/ 2017 16: 30: 35: Backup. Gener al . Ext er nal Freeze: Suspendi ng system
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Journal file switched to:

[trak/jnl/jrnpri/h20152/H20152_20170104. 011

01/04/2017 16: 30: 35: Backup. General . External Freeze: Start a journal restore for this
backup with journal file: /trak/jnl/jrnpri/h20152/H20152_20170104. 011

Journal marker set at

of fset 197192 of /trak/jnl/jrnpri/h20152/H20152_20170104. 011

01/ 04/ 2017 16: 30: 36: Backup. General . Ext ernal Freeze: System suspended
01/ 04/ 2017 16: 30: 41: Backup. General . Ext er nal Thaw. Resum ng system
01/ 04/ 2017 16: 30: 42: Backup. Gener al . Ext er nal Thaw. System r esuned
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od0o0oo0o0O0oooOooUooDoOoOoOopDoOooOoooOooooogoo
vm-support -a VirtualMachines:logs

0000000000000 000000000000000000000000 To see the files collected,
check ''vmfs/volumes/datastorel (3)/esx-esxvsan4.iscinternal.com-2016-12-30--07.19-9235879.tgz".

O00O0sftp00000000O0O0ODOO0ODO0ODOOOO0ODOODOODODO0OO0ODOOODOODOODOOD

00000000ooo0ooooo0oooo0oo0oDoo0oovVMOOOoOoooooooooooooDooog
000000 <bundle name>/vmfs/volumes/<host long name>/e2fe4e58-dbd1-5e79-e3e2-246€9613a6f0
ooooooooooon

goooboooboobooboobooboobuoobobbooboobuoobobboboobOo0obUgn0Ovm
warelog0OOOO0O0O OOOOOODO KB

0000000000 0bO000O0DO0b0o0o0O0bUobObO0ODOn stunfunstunDOO0OOODOOgrep
gbooobooobooboboooboobo booboooboobo

$ grep Unstun vmare. | og

2017-01-04T21: 30: 19. 662Z| vcpu-0| 1125: Checkpoint_Unstun: vm stopped for 1091706 us
2017-01-04T22: 15: 58. 846Z| vcpu-0| |1125: Checkpoint_Unstun: vm stopped for 38123 us
2017- 01- 04T22: 15: 59.573Z] vcpu-0| 1125: Checkpoint_Unstun: vm stopped for 298346 us
2017- 01- 04T22: 16: 03. 672Z| vcpu-0| 1125: Checkpoint_Unstun: vm stopped for 301099 us
2017-01-04T22: 16: 06. 471Z| vcpu-0| 1125: Checkpoint_Unstun: vm stopped for 341616 us
2017-01-04T22: 16: 24. 813Z| vcpu-0| 1125: Checkpoint_Unstun: vm stopped for 264392 us
2017-01-04T22: 16: 30.9217| vcpu-0| 1125: Checkpoint_Unstun: vm stopped for 221633 us

gooboobotbz2obgoobobooobooboobobooobloboboobooboobobDboobDooDb 1
0000000000 0DO000oooobOOo/o0bO0o 4 00000000000000DO0O0D0ODOOO
vmx O O0ooooooooooobgooobooboboob oobooboboobooboob 1
gboooboobooobooboobooboobooboob1gpooboobooboobo

oO000o0O0o00bOOo0O00DOCOo00DOOOoUO0ODOOU00ODOOUOUbOD cachéOOODoOOoUooOooOoOOoOoO
gooobooboobooooboobooboobooboboobooboobobobooboo
gboooboooboobgb Qesboobgoboobuoobobobooboobooboobobooboobo
gbooobooboboooboooboobo
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goo0:0bo0bo0obobbooboobuooboobobo0obo0obuoonodagrep

0000000000 O0bDOo0n0 vmwarexlogOOOOOOOO grepd 000000 ODOOOODODOOO
QoSO UIDOO0UIDUDUUDOUDUODLOUODOUDLUUDUDO UDOUODUOLODOODODOUODOODOODawk
goooooobooo

grep Unstun vmware* | awk '{ printf ("%"""d", $8)} {print " ---" $0}' | sort -nr

0o

ooooboooboobobOboob0o0obo0obo0ob0ob0o0ob0o0bUob0bD HADODO QoS
goooboooboobobboobooobooboob obooboobooboboooboobobobooo
ggoobobboogooobboooobobboooooobobboooobobbooooobbbuoooobo
ggoobobboooobooboooobobobboooobbob boooobbbddUdYVMware
ggooboboboooobobobooooobobbooooobobboooo

InterSystems
00o00d0oooo0oo0o0oDoooooooOo0oD0oOooo0ooobO0o0ooD0oDoDooooooDOoooD0 oooo
0000000000000 o0ooooooDoooo0oooDoooooDoDoo0oDoD0ooooDOooDoon
oono

#Mirroring#O0 00000 #0 000000000000 000000000000000#000000
#1000 #0000 0 0 #Caché #InterSystems IRIS #InterSystems IRIS for Health #0 0 0 0 0 O

0 O O URL:https://jp.community.intersystems.com/post/vm-backups-and-cach%C3%A9-freezethaw-scripts

Page 11 of 11


https://jp.community.intersystems.com/tags/mirroring
https://jp.community.intersystems.com/tags/tips-tricks
https://jp.community.intersystems.com/tags/intersystems-business-solutions-and-architectures
https://jp.community.intersystems.com/tags/system-administration
https://jp.community.intersystems.com/tags/deployment
https://jp.community.intersystems.com/tags/backup
https://jp.community.intersystems.com/tags/cach%C3%A9
https://jp.community.intersystems.com/tags/intersystems-iris
https://jp.community.intersystems.com/tags/intersystems-iris-health
https://jp.community.intersystems.com/tags/documentation
https://jp.community.intersystems.com/https://jp.community.intersystems.com/post/vm-backups-and-cach%C3%A9-freezethaw-scripts

